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Abstract

Modern microservice platforms increasingly rely on distributed tracing to observe end-to-end behavior across het-
erogeneous components, runtimes, and networks. While anomaly detection over traces has matured, operators still
face a gap between detecting that a trace is abnormal and understanding why it is abnormal in a way that is both
actionable and stable under noise, sampling, and instrumentation drift. This paper develops a technically grounded
approach for interpretable anomaly explanation in distributed traces by combining causal graphs with counterfac-
tual ranking. The central idea is to lift raw trace events into a causal representation that distinguishes correlation
from plausible influence paths, then to generate explanation candidates as minimal interventions whose predicted
counterfactual effect reduces abnormality. The method unifies structural causal models over trace-derived vari-
ables, graph-constrained representation learning for node and edge attributes, and a ranking objective that trades off
explanatory power, intervention cost, and robustness. The approach supports backprop-friendly scoring for learn-
ing components, while retaining explicit causal semantics for explanation. It further addresses distributed execution
mechanics, storage internals, and complexity constraints typical of high-cardinality trace streams. Error analysis is
provided for approximate query execution and sketch-based feature aggregation, and multi-objective optimization
is used to navigate Pareto trade-offs among latency overhead, explanation fidelity, and operational cost. Evaluation
methodology is specified to enable reproducible benchmarking across services, workloads, and failure modes.

1. Introduction

Distributed traces encode a temporally ordered set of spans that represent causally linked work
across services [1]. Each span contains timestamps, parent-child relationships, tags, logs, and resource
attributes, and traces compose into graphs that approximate request execution. In production, traces are
high-cardinality, partially sampled, and instrumented unevenly. Detection pipelines typically compress
this complexity into scalar anomaly scores over trace-level or service-level aggregates [2]. The opera-
tional difficulty begins after an alert fires: an operator needs an explanation that identifies what changed,
where it changed, and which changes are likely to matter. A useful explanation must be interpretable,
meaning it can be expressed as a small set of variables and relations; causal, meaning it distinguishes
plausible influence from spurious correlation induced by confounding, selection, or shared load; coun-
terfactual, meaning it supports reasoning of the form “if this component had not regressed, would the
trace still be anomalous”’; and rankable, meaning multiple candidates can be prioritized under constraints
like effort, risk, and blast radius.

Explanations for trace anomalies are difficult because traces are not i.i.d. data points [? ]. A trace is
a structured object with graph topology, time, and resource context, and anomalies can arise from path
changes, fan-out amplification, queuing, retries, or partial outages. Moreover, observed trace graphs are
imperfect proxies for underlying causal processes. Missing spans, skewed clocks, adaptive sampling, and
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dynamic routing all introduce systematic biases. A naive correlation-based approach often over-explains:
it highlights many correlated symptoms without isolating causes [3]. Conversely, a purely mechanistic
approach that assumes complete knowledge of dependencies under-explains when the system is evolving
or partially observed.

This paper presents a framework that constructs a causal graph from trace data and then gener-
ates explanations via counterfactual ranking. The framework treats trace-derived variables as nodes
in a structural causal model constrained by graph topology and temporal ordering. An anomaly score
is defined as a differentiable function over a trace representation that combines span-level metrics
and learned embeddings [4]. Explanation candidates are interventions on a small subset of variables,
constrained by causal structure and operational feasibility. Candidates are evaluated by counterfactual
inference: the predicted anomaly score under intervention is compared with the observed anomaly score,
producing an explanatory effect. Candidates are then ranked by a multi-objective criterion that balances
effect size, intervention cost, robustness to uncertainty, and computational overhead.

A key theme is the tension between interpretability and scalability [5]. Tracing backends operate at
extremely high ingest rates; explanation must be computed within latency and budget constraints, often
in near real time. The framework therefore includes performance engineering elements: compact feature
vectors, approximate aggregation via sketches, low-rank factorization of service interaction matrices,
and indexing strategies for fast candidate generation. It also includes rigorous error analysis to quantify
how approximation affects counterfactual ranking. Throughout, the goal is not to claim perfect causality
from imperfect observability, but to produce explanations that are more stable and operationally aligned
than correlation-only baselines, while being implementable in distributed trace analytics systems [6].
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Figure 1: System-level view of the anomaly explanation pipeline built on distributed traces, causal modeling, and
counterfactual ranking.

2. Problem Setting and Formalization

A distributed trace is modeled as a directed acyclic graph whose vertices are spans. Each span s has
attributes including service identifier o-(s), operation name, start time 5'*", end time tﬁ"d, duration dy =
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Figure 2: Local causal neighborhood around an anomalous span: upstream factors such as workload and configu-
ration influence the span, which in turn drives observable symptoms in the trace.
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Figure 3: Counterfactual ranking: from an anomalous trace, causal features drive interventions that synthesize
counterfactual traces, whose impact on anomaly scores yields an ordered list of explanations.

1end—gstart status code, tags, and resource metrics sampled during execution. Parent-child edges represent
synchronous call structure or inferred causality via context propagation. In practice, some edges are
missing and some are inferred, but the observed trace graph is a natural scaffold for causal constraints.

Let Gt = (Vr, ET) denote the observed graph of a trace T [7]. For each span s € Vr, define a feature
vector xg € R” consisting of normalized duration, queue time estimates, retry counts, bytes, and learned
embeddings of categorical tags. For each edge (1 — v) € Er, define edge features x,,, € R such
as RPC method class, payload size estimate, and network zone relation. A trace-level representation
zr € R™ aggregates node and edge features under a permutation-invariant graph operator, possibly
conditioned on topology and time.

Anomaly detection produces a score A(T') € R where larger values indicate more anomalous traces
relative to a baseline distribution. The baseline may be per-route, per-service, or per-cluster, and it may
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Figure 4: Trace fragment organized around the anomalous span, exposing its parents and children in the call chain
as the structural context used for explanation.
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Figure 5: Integration of offline and online components: historical traces train a causal model that is reused in the
live pipeline to provide operator-facing explanations for each detected anomaly.

change over time. For explanation, the paper assumes A(7T') is available and may be differentiable with
respect to representation parameters, though it need not be differentiable with respect to raw system
state. Explanations seek to identify a small set of variables S such that intervening on them would reduce
A(T) substantially. Because actual interventions are not performed, counterfactual reasoning is needed
to estimate the effect [8].

To connect traces to causality, define a structural causal model over trace-derived variables. Let W
denote exogenous variables capturing unobserved influences such as background load, kernel schedul-
ing, or uninstrumented services. Let X denote endogenous variables derived from the trace, including
span durations, queue times, fan-out counts, and routing decisions. The SCM specifies assignments
X; = fi(Pa(X;),W;) where Pa(X;) denotes parents of X; in a causal graph G¢. The causal graph
is constrained by G and time order: a span’s duration can be influenced by durations of downstream
spans (via synchronous waits) and by resource contention influenced by concurrent work [9]. This yields
a mixed causal structure where some effects propagate along call edges and some propagate through
shared-resource confounders.
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Dataset #Services #Traces (M) Anomaly Rate (%)
TrainTicket 39 1.2 7.5
OnlineBoutique 11 0.8 52
DeathStarBench 24 1.6 9.1
SockShop 14 0.5 6.8
SyntheticTrace 20 2.0 10.0

Table 1: Benchmark datasets used for anomaly explanation experiments.

Method Top-1 Accuracy Top-3 Accuracy MRR
Random Guess 0.11 0.29 0.21
KPI Correlation 0.34 0.55 0.43
OneHop Heuristic 0.41 0.63 0.49
GNN-RootCause 0.52 0.74 0.61
Temporal-Causal 0.58 0.79 0.66
CausalTrace (ours) 0.67 0.86 0.74

Table 2: Root cause ranking performance on distributed trace benchmarks.

Variant

Causal Graph ~ Counterfactual Ranking  Top-1 Accuracy
Full model v v 0.67
w/o causal graph X v 0.59
w/o counterfactuals v X 0.61
local-only features v v 0.62
no temporal edges v v 0.64

Table 3: Ablation study of key components in the proposed explainer.

#Services #Edges Inference Time (ms/trace) Memory (MB)
10 40 4.2 120
20 95 7.8 180
40 210 13.6 260
80 460 25.1 410
120 720 38.7 560

Table 4: Scalability of the explanation pipeline with respect to service graph size.

5

A core modeling choice is to define causal variables at multiple granularities. Span-level variables
capture local behavior but can be high dimensional and noisy. Service-level variables aggregate spans of
the same service within a trace, reducing variance but risking ecological bias [ 10]. Route-level variables
capture systemic behavior across traces. The framework supports all three by defining a hierarchy and
allowing interventions at the level that matches operational actions, such as rolling back a deployment

(service-level), changing a retry policy (route-level), or disabling a specific feature flag (tag-level).

Counterfactual explanation is posed as an optimization problem. Let 7 be a set of feasible interven-
tions. Each intervention / € I specifies a set of variables S; and target values Xs,, producing a modified
SCM M%) under the do-operator. Let 7 (1) denote the counterfactual trace representation predicted
under 7, and define the counterfactual anomaly score A'(I) = A(T*'(I)). The explanatory effect is
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Metric Rule-based Black-box GNN CausalTrace (ours)
Fidelity to model 3.1 3.7 44
Precision of causes 2.9 3.5 4.5
Conciseness 3.8 3.1 4.2
Actionability 3.0 34 4.6

Table 5: Expert evaluation scores (1-5) of explanation quality.

Service #Parents #Children Avg. Inter-service Delay (ms)
Auth 0 2 4.3
User 1 3 5.7
Order 2 2 7.9
Payment 1 1 9.4
Inventory 1 2 6.1
Shipping 2 0 8.7

Table 6: Structural statistics of the learned causal graph on an e-commerce workload.

Rank Node / Span Intervention
Predicted Latency Change (ms)

1 Payment.DB write limit retries to 1
=82

2 Inventory cache increase TTL by 50%
—47

3 Auth token check enable local validation
-33

4 Shipping service batch size from 1 to 10
-21

5 Order aggregator parallelize fan-in merge
-15

Table 7: Top counterfactual interventions recommended for a misbehaving trace.

A(I) = A(T) — A*!(I). Interventions also have a cost C(I) representing operational effort, risk, or inva-
siveness [ 1]. The explanation task is to rank interventions by a utility that combines effect and cost
while accounting for uncertainty.

A representative objective is

Ul = E[A()|T] - AC() - yVar(A(D)|T) .1

where A and vy are trade-off parameters. The expectation and variance reflect epistemic uncertainty due
to partial observability and approximation [12]. This formulation emphasizes that explanation is not
simply a maximal effect problem; it is a constrained decision problem where robustness matters.
Because intervention spaces can be combinatorial, complexity and approximations are central.
If interventions allow arbitrary subsets of variables, selecting a minimal subset that achieves a tar-
get reduction in anomaly score resembles sparse optimization and can encode NP-hard problems.
Even when restricting to graph neighborhoods, the number of candidate explanations can be large in
high-fan-out traces [13]. The framework therefore imposes structural constraints from G¢ and uses
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Component Hyperparameter Value Description
Encoder hidden dimension 128 span feature size
Encoder dropout 0.2 regularization
Causal learner sparsity A 0.05 edge penalty
Causal learner max lag 3 hops in time
Ranker temperature T 0.7 soft ranking
Optimizer learning rate le-3 Adam step size

Table 8: Key hyperparameters of the causal explanation model.

Noise in Traces (%) Top-1 Accuracy MRR Kendall-t
0 0.67 0.74 0.81
10 0.65 0.72 0.79
20 0.62 0.69 0.76
30 0.58 0.65 0.72
40 0.53 0.60 0.68
50 0.47 0.54 0.61

Table 9: Robustness of root cause ranking under increasing trace corruption.

heuristics informed by gradients, graph centrality, and low-rank interaction structure to generate and
rank candidates efficiently.

3. Causal Graph Construction from Distributed Traces

Constructing a causal graph from trace data must balance domain constraints, statistical evidence, and
computational feasibility. The causal graph here is not assumed to represent the full physical reality of
the distributed system; rather, it is an operational causal abstraction over trace-derived variables that
supports counterfactual ranking.

A baseline constraint graph arises from call topology and time [14]. If span u is an ancestor of span v
in G and the execution is synchronous, then the parent’s duration includes waiting on the child, suggest-
ing a directed influence from v to u in terms of duration. Conversely, if u triggers v asynchronously, the
influence may not be direct in duration but may exist in resource contention or downstream saturation.
These differences can often be inferred from span kind, semantic tags, or observed overlap. The frame-
work defines candidate causal edges based on three relations: synchronous wait edges, asynchronous
trigger edges, and shared-resource edges induced by co-location or shared queues [15].

Let Y, be the duration (or log-duration) of span s, and let QO be an estimated queueing component,
suchthatYs ~ Qs +2 ccn(s) Ye + € in synchronous patterns, where Ch(s) are children spans and € cap-
tures local processing. A causal graph can be constructed with directed edges Y. — Y for synchronous
dependencies. Shared-resource confounding can be represented by latent variables L, for resource r
(CPU pool, thread pool, database connection pool, network link) with edges L, — Y for spans affected
by r. When explicit resource metrics are available, L, can be partially observed as utilization or queue
depth, turning latent confounders into measured variables and improving identifiability.

Statistical refinement is needed because topology alone can over-connect [16]. The framework uses
conditional independence testing under constraints. For each candidate edge i — j, it evaluates whether
adding the edge improves predictive fit of X; given a parent set Pa(X;), while penalizing complex-
ity. Because trace data are heavy-tailed and nonstationary, the approach favors robust regression and
quantile-aware loss functions. A simple but effective mechanism uses generalized linear models with
Huber loss or quantile loss, combined with time-windowed normalization per route.
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Graph learning is further stabilized by embedding-based similarity [17]. Each service-operation pair
is assigned an embedding vector e; € R? learned from co-occurrence in traces and from tag context.
Given embeddings, candidate edges between variables associated with services @ and b can be pri-
oritized by cosine similarity sim(a, b) = %, capturing that certain operations have consistent
coupling across routes. Embeddings also support generalization under sparse data: new deployments
with limited trace history can borrow structure from similar operations.

To control complexity, the interaction structure among services can be compressed via low-rank
approximation. Define an empirical interaction matrix M € R where M; ; measures how often
service i calls service j on a route and how much of the parent’s time is attributable to the child. This
matrix is often approximately low-rank due to layered architectures and shared libraries. The framework
computes a truncated SVD [18]

M ~ UZV] (3.1

where k < n is chosen under an energy criterion. This factorization provides compact latent factors that
can be used both for candidate edge scoring and for approximating causal propagation computations.
For example, influence scores that sum along call edges can be approximated by operations in the k-
dimensional latent space, reducing per-trace overhead [19].

Causal semantics require careful treatment of selection and sampling. Trace sampling is rarely uni-
form; tail-based sampling oversamples slow traces, inducing selection bias. If anomaly detection and
explanation are performed on sampled traces, naive estimators can exaggerate the importance of vari-
ables correlated with sampling probability. The framework incorporates inverse-propensity weighting
when sampling policies are known or can be estimated [20]. Let 7(7') be the probability a trace is sam-
pled. Weighted estimators replace averages E[-] with E[-/7(T)] in model fitting, and uncertainty is
increased when 7(7) is small or poorly estimated. When 7 (T’) depends on observed duration, weight-
ing can still be unstable; the framework therefore caps weights and propagates the induced bias into the
variance term of the ranking objective.

A practical causal graph must support fast queries. The system stores G ¢ as adjacency lists keyed by
variable identifiers, using compact integer encoding for service-operation pairs and variable types [21].
Because high-cardinality tags can explode node types, the framework restricts explicit nodes to tags that
pass frequency and mutual information thresholds, and represents the rest via hashed feature projections.
Hashed projections are used cautiously because they can create collisions that harm interpretability. The
framework mitigates this by using multiple hash functions and tracking collision probability bounds. If
h independent hashes map into B buckets, then for m active features the expected number of collisions
scales roughly as O (m?*/(hB)), and the system chooses B to keep collision rates below a target such as
1% under typical m [? ].

Graph algorithms are used to derive causal neighborhoods for candidate explanations. For a given
anomalous trace, the system computes a subgraph induced by nodes whose observed values are extreme
under baseline. Extremeness can be measured by robust z-scores, tail probabilities from fitted distri-
butions, or reconstruction error under an autoencoder representation. The causal neighborhood is then
expanded by following directed edges up to a bounded radius, using breadth-first traversal with pruning
based on edge strength [22]. This yields a tractable candidate set even when the full causal graph is large.

4. Counterfactual Modeling and Ranking for Explanations

Counterfactual ranking requires a model that predicts how interventions on trace-derived variables
would change the anomaly score. Because actual interventions are not performed during analysis,
the model must extrapolate from historical variability and causal structure. The framework combines
explicit causal mechanisms for some variables with learned conditional models for others, and uses
uncertainty to avoid overconfident explanations [23].
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The anomaly score A(T) is treated as a function of a trace representation z7. A common represen-
tation aggregates span features via message passing or pooling. To keep explanation interpretable, the
framework constrains the representation to be decomposable by variables of interest. Let v; denote a
causal variable, such as duration of a specific service-operation within the trace, retry count on an edge,
or queue depth metric [24]. The representation is constructed as

o= ) i) @.1)
i=1

where ¢; are learnable maps into a shared latent space. Decomposability allows attribution and enables
intervention modeling by modifying only the affected ¢;(v;) terms. While full decomposability may
reduce expressive power, it improves stability and interpretability [25]. When limited interactions are
necessary, the framework adds low-rank pairwise terms constrained by the causal graph:

r = Z¢i(vi) + Z ijvivy) Vi j(vi,vy) = aij(Pivi, Pjvj) 4.2)

(i,j)eEc

where P; are projection matrices into a low-dimensional space and a; ; are edge weights. This yields an
interaction model that remains computationally manageable and aligned with causal adjacency.

Counterfactual inference proceeds in three steps: abduction, action, and prediction. Abduction infers
exogenous noise terms consistent with the observed trace under the SCM [26]. Action modifies the struc-
tural equations for intervened variables. Prediction computes the distribution of downstream variables
under the modified model. In practice, full abduction over high-dimensional W is infeasible; the frame-
work uses amortized inference where exogenous residuals are represented by per-variable residuals €;
inferred by regressing v; on its parents and taking the residual. These residuals are treated as fixed in
the counterfactual, a common approximation when noise is assumed to be independent and intervention
does not change exogenous factors.

For a variable v; with parents Pa(v ), the structural equation is modeled as

vi = filvmg) + € (4.3)

where f; can be a robust linear model, a monotone spline, or a small neural network constrained for
stability [27]. Under an intervention do(v, = ¥), the counterfactual value for a descendant v ; is obtained
by topological propagation:

f f ~
Ve = fj(vga(j)) + & (4.4)

with vgf = 75 and vif = vy for non-descendants outside the affected region, unless shared-resource

nodes mediate broader effects. Because the causal graph may include latent confounders approximated
by measured resource metrics, propagation can incorporate those metrics if they are included as parents.
When confounders are unmeasured, the framework inflates uncertainty and penalizes explanations that
rely on tenuous identification.

The key computational challenge is ranking many candidate interventions. Candidate generation is
constrained to small sets, often single-variable or small multi-variable interventions [28]. Even with
small sets, the number of candidates can be large when considering all anomalous variables. The
framework uses a two-stage ranking: a fast approximate score for pruning and a slower counterfactual
evaluation for the shortlist.
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The fast score uses local sensitivity of the anomaly score to variables. If A is differentiable with
respect to v; through z7, then a first-order approximation yields [29]

0A

cf ~ et
AN = A(T) + av[_(

€Sy

171' — Vi) . (45)

To maintain interpretability, gradients are computed with respect to normalized variables and are aggre-
gated per service-operation. The framework also computes integrated gradients along a path from
baseline values v?ase to observed values v; to reduce sensitivity to local nonlinearity:

1

94

G = (vi— ) / 22 (0 4 (v =) da 4.6)
0 8vl-

These attribution-like quantities are used only for pruning; final explanations rely on counterfactual
propagation in the SCM.

Candidate interventions specify target values ¥;. Choosing ¥; as a baseline median can be too aggres-
sive if the system operates in multiple modes. The framework instead uses conditional baselines: 7; is
chosen as a quantile of the conditional distribution of v; given its parents, route, and context. Under a
fitted conditional model, ¥; can be the conditional median or a value that corresponds to a target tail prob-
ability, such as moving from the 99% tail back to the 50% quantile. This choice supports explanations
that correspond to realistic operational improvements rather than idealized states.

Ranking uses a multi-objective utility [30]. One operationally relevant formulation is a constrained
optimization in which explanatory effect must exceed a threshold while cost is minimized:

rIni? C(I) subjectto E[A()|T]>71 , 4.7
€

with T chosen based on alert severity. Another formulation uses a weighted sum and includes computa-
tional overhead L(I) as a latency term:

r}leafx E[A()|T] — AC() — nL(I) — yVar(A(I) |T) . 4.8)

Weights A, 7, v can be tuned per team or derived from service-level objectives [31]. The Pareto frontier of
candidates is also useful: candidates not dominated in both effect and cost can be presented to operators,
providing options under uncertainty.

Computing E[A(Z) | T] requires integrating over model uncertainty. The framework supports
Bayesian-ish modeling by placing approximate posterior distributions over parameters of f;. For compu-
tational reasons, it uses variational approximations or ensembles rather than full MCMC. In an ensemble
approach, K models are trained on bootstrapped windows and yield predictions Aif(l ). Then

K
YA AT W) L VA T~ S (8 - B
k=1 k=1

E[A(D) | T] =
4.9)

This captures both parameter uncertainty and some nonstationarity if bootstraps are time-aware [32].
The intervention selection problem can be NP-hard when multi-variable interventions are allowed
with arbitrary costs. A reduction intuition arises from set cover: suppose each variable intervention fixes
a subset of anomaly-contributing factors and costs are uniform; selecting a minimum number of variables
to reduce anomaly below threshold resembles covering all factors. More formally, if the anomaly score
decomposes as a sum of indicator-like penalties for violated constraints and each intervention can satisfy
some constraints, then finding a minimal intervention set is at least as hard as minimum set cover, which
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is NP-hard. The framework therefore uses heuristics [33]. A practical heuristic is greedy selection under
diminishing returns. At step k, choose variable i that maximizes marginal gain per cost:

" A(S U {i}) - A(S)
1”7 = argmax

i¢S C(i) ’ (4-10)

where A is a fast counterfactual approximation computed on a local subgraph. Greedy is not optimal in
general, but it is scalable and often adequate when causal influences are approximately submodular due
to saturation effects in anomaly scoring. When submodularity is uncertain, the framework uses beam
search on top of greedy, keeping a small beam width to manage complexity [34].

Dynamic programming appears in query planning for counterfactual propagation. If G¢ restricted
to a trace neighborhood is a tree or has bounded treewidth, then counterfactual values for descendants
under an intervention can be computed efficiently by caching intermediate computations on subtrees.
In practice, causal graphs in microservices can have loops at the service-interaction level due to retries
and circuit breakers, but at the trace level the observed call graph is acyclic. Shared-resource nodes
can reintroduce cross-links; the framework handles this by introducing separators and using iterative
fixed-point updates with damping [35]. Complexity is controlled by limiting iterations and bounding
neighborhood size.

Backprop-friendly derivatives are useful when learning parts of the SCM and anomaly model jointly.
If A depends on parameters 6 and f; depend on parameters ¢, then learning can optimize a joint objective
that encourages counterfactual consistency:

min Br |faa(A(T).y1) + BLer(Ao(T' (). Ao(T) ~ Aurge(D) ] (.11)

where £y trains detection against labels y7 when available, and ¢ ¢ regularizes counterfactual behavior
under synthetic interventions /. Synthetic interventions can be drawn from historical regressions and
recoveries, or from perturbations that mimic known failure modes [? ]. This training improves ranking
stability by aligning the anomaly score with causal propagation.

5. System Architecture, Storage Internals, and Distributed Execution

Operational explanation requires a pipeline that ingests traces, constructs features, maintains causal
models, and serves ranked explanations with low latency. The architecture is designed around streaming
ingestion with offline and online components [36].

Trace ingestion is handled by collectors that batch spans and export to a storage backend. A typical
storage schema uses a write-optimized log for spans and secondary indexes for trace-id, service, and
time. Explanation needs additional indexes to retrieve comparable baseline traces quickly and to access
precomputed causal neighborhoods. The framework stores per-route baseline statistics in a columnar
store keyed by route signature and time window [37]. Route signature is computed as a stable hash of
normalized endpoint templates and selected tags, with care to avoid including high-cardinality identi-
fiers. Hashing uses a consistent scheme so that route identity remains stable across rollouts. To limit
collisions, a 64-bit hash is used with a secondary checksum.

Span features are computed in a streaming job [38]. Some features require joining spans within a
trace, such as critical path estimates or fan-out degree. These are computed by buffering spans per trace-
id until completion or timeout. Since buffering can be expensive under high throughput, the framework
uses bounded-memory strategies: it limits per-trace buffered spans and evicts incomplete traces to a
fallback path that computes partial features. Partial traces increase uncertainty; this is reflected in ranking
by increasing Var(A(I) | T) and by penalizing explanations that rely on missing regions.

Graph representations for traces can be large, so the system stores compressed adjacency [39]. Parent-
child relationships are stored as offsets into span arrays, enabling cache-friendly traversal. For each trace,
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spans are sorted by start time; parent pointers allow reconstructing the tree. Additional inferred edges,
such as shared-resource links, are not stored per trace but are implied by service co-location and resource
identifiers. Causal graph G ¢ is stored separately as a service-operation-level graph with variable types,
enabling reuse across traces and reducing per-trace footprint [40].

Approximate aggregation is critical at scale. Baseline estimation for variables uses sketches rather
than storing all historical samples. For quantiles, the framework uses mergeable quantile sketches; for
means and variances, it uses streaming estimators with decay. For heavy-tailed variables like dura-
tion, it maintains log-scale statistics and robust measures like median absolute deviation [41]. Sketch
approximation introduces error. If 4, is the estimated a-quantile from a sketch, then the quantile error
influences target values ¥; and thus counterfactual scores. The system propagates this by adding a term
to uncertainty:

dAT\?
Var(A(I) | T) « Var(A() |T) + ) ( av-) Var(§a,) .1

€Sy !

where Var(g,,) is estimated from sketch properties and sample counts.

Online serving of explanations is implemented as a microservice that takes a trace-id and returns
ranked candidates. The serving path executes a sequence of steps: load trace spans and features; compute
anomaly decomposition and identify extreme variables; extract causal neighborhood from G ¢; generate
candidates; compute approximate pruning scores; compute full counterfactual propagation for short-
listed candidates; compute utility and rank; return an explanation object containing variables, causal
paths, and predicted effects [42]. To meet latency targets, the service uses parallelism across candidates
and caches baseline conditional models per route.

Computational complexity must be controlled. Let n be the number of spans in a trace and m the
number of causal variables considered for explanation. Extracting a neighborhood in adjacency-list
form is O(m + |Epeign|), With |Eyeign| bounded by pruning. Candidate generation for single-variable
interventions is O (m) [43]. For multi-variable interventions with greedy selection of size k, the naive
approach recomputes counterfactuals each step, leading to O (km) evaluations. Each evaluation involves
causal propagation over a neighborhood of size r, costing O(r + |E,|). The framework reduces this
by caching descendant computations and using incremental updates when interventions are nested. If
descendants are computed once and stored, then additional interventions can reuse unaffected subtrees,
making marginal updates closer to O (Ar) where Ar is the number of newly affected nodes [? ].

Distributed execution arises in two places: training and serving. Training conditional models f; and
anomaly model parameters occurs in batch jobs over large trace datasets. Data partitioning is done by
route signature and time window to preserve locality and reduce shuffle. Service-operation embeddings
are trained using negative sampling over call edges; this can be distributed by partitioning edges and
using asynchronous parameter updates [44]. Consistency is managed by periodic synchronization and
by using bounded staleness, which is adequate because embeddings are used as priors rather than final
explanations.

Serving can also be distributed by sharding traces across storage nodes and by using a stateless expla-
nation service that fetches needed data. To reduce storage reads, the system caches recent anomalous
traces and their computed candidate lists. Caching must account for nonstationarity: if baseline mod-
els update, cached explanations can become stale [45]. The framework tags cached results with model
version identifiers and invalidates on version change.

Performance engineering includes memory layout, vectorization, and minimizing serialization over-
head. Feature vectors are stored in contiguous arrays and operations like projection P;v; use prepacked
matrices to exploit SIMD. Graph traversal avoids recursion to reduce overhead and uses iterative stacks
[46]. Counterfactual propagation uses topological ordering precomputed for the neighborhood. When
fixed-point iterations are needed due to shared-resource cross-links, the system uses damping to ensure



Kern Public 13

convergence within a few iterations, with a fallback to returning a warning of elevated uncertainty if
convergence is not achieved.

Operational constraints such as CPU budget and energy usage can be incorporated via Lagrangians.
Suppose serving an explanation incurs cost L(/) in milliseconds of CPU time and E () in joules esti-
mated from CPU cycles [47]. If the service has budgets Ly,x and Epax, then the ranking and pruning
can incorporate constraints:

max E[A(I) | T] = AC(I) subjectto L(I) < Lpmayx and E(I) € Epax - (5.2)
€

A relaxed form uses multipliers:

max E[A() | T] = AC(1) = p (L) = Lmnax)+ = v (E(]) = Emad)+ (5.3)

where (), penalizes budget violations. This encourages selecting explanations that are not only
meaningful but also cheap to compute under load spikes.

6. Error Analysis, Approximate Queries, and Robustness

Distributed trace analytics often rely on approximate queries and lossy data: sampling, sketches, partial
traces, and clock skew [48]. Explanation quality must therefore be analyzed under approximation error,
because counterfactual ranking can amplify small estimation errors into incorrect prioritization.

Consider an estimated anomaly score A(T) computed from approximate aggregates, and a counter-
factual estimate A°f (7). The estimated effect is A(I) = A(T) — A*'(I). Let true scores under full data be
A(T) and A (I). Then the effect error is

A(I) - A(D) = (A(T) - A(T)) - (A'(1) - A*(D)) . 6.1)

If approximation errors in observed and counterfactual evaluations are correlated, some error cancels;
if they are uncorrelated, error accumulates. The framework exploits correlated evaluation by reusing the
same sketch structures and approximations for both observed and counterfactual computations whenever
possible, so that differences reflect interventions rather than approximation noise [49].

Sketch-based feature aggregation has known bounds. For example, if a count-min sketch estimates
counts with additive error bounded by e N with probability 1 — ¢, then features derived from counts
inherit this error. When anomaly scoring uses normalized counts, the relative error can be larger for small
denominators. The framework reduces this by smoothing denominators and by bounding contribution
of small-count features through clipping [50]. For quantile sketches, error bounds depend on sketch size
and merge patterns. The framework tracks effective sample size per route and inflates uncertainty when
it is low.

Clock skew introduces error in duration decomposition into queue and service time. If parent and
child spans are recorded on different hosts, start and end times can be skewed [5 | ]. The framework avoids
relying on absolute timestamps across hosts; it uses durations as primary and uses overlap only when
time synchronization is verified. Queue time estimates are therefore treated as noisy derived variables.
In the SCM, their structural equations include larger noise terms, reducing confidence in explanations
that hinge solely on queue time shifts.

Sampling bias is addressed by weighting, but weighting can increase variance [52]. The framework
uses stabilized weights:

min(ﬂmaX’ ﬂ(T))

w(T) = (1) ;

(6.2)
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where myax caps the inverse weight. This introduces bias but reduces variance, and the bias-variance
trade-off is accounted for in uncertainty. When sampling depends strongly on the anomaly itself, iden-
tifiability can fail. In such cases, the framework marks explanations as low confidence and prefers
candidates supported by invariant relationships across sampling regimes, such as deterministic call
dependencies [53].

Robustness also concerns model misspecification. The SCM uses simplified functional forms that
may not capture complex dynamics like cascading timeouts. The framework therefore incorporates sen-
sitivity analysis: it perturbs model parameters within plausible ranges and evaluates the stability of
candidate rankings. A candidate is considered robust if it remains near the top across perturbations [54].
Stability can be quantified by rank correlation across ensemble members or by measuring the probability
that a candidate is in the top-k set.

Counterfactual validity requires respecting constraints. Some interventions are physically infeasible,
such as setting a child span duration below a minimum dictated by network latency or cryptographic
operations. The framework enforces feasibility through constraint sets [55]. If variable v; has bounds
[Z;, u;] and monotonic relations, then interventions must satisfy them. Constraints can be integrated via
projection. Suppose an unconstrained target is ﬁ;o) ; then the feasible target is

5= o) 6.3)

where I1¢ projects onto feasible set C. Projection can be implemented as clipping for simple bounds, or
as solving a small constrained optimization when multiple variables must satisfy shared constraints, such
as end-to-end latency budget. When multiple variables are adjusted to match a total latency constraint,
the framework uses a Lagrangian: [56]

min Zai(ﬁi - v,~)2 subject to Z v, <B , (6.4)
vs ieS iepath

leading to a closed-form adjustment when the constraint is active, with multipliers that distribute
reductions across variables proportional to ai‘l, reflecting which changes are more feasible.

An additional source of error is confounding by shared load. If many services slow simultaneously
due to an upstream traffic surge, an explanation that points to one service may be misleading. The
framework partially addresses this by including load indicators as variables, such as request rate and
concurrency, and by modeling them as parents of multiple services. When load is unmeasured, the
framework uses proxies such as ingress queue depth or front-end latency and increases uncertainty [57].
It also penalizes explanations that focus on nodes with high correlation to global slowdowns unless there
is evidence of asymmetric effect along causal paths.

Similarity metrics help cluster anomalies and validate explanations. Each trace can be embedded
into a vector space using z7 and additional summary features. Similarity between traces can be com-
puted by cosine distance or by Mahalanobis distance under a baseline covariance [58]. PCA is used
to identify dominant anomaly modes: given a matrix of centered trace representations Z € RN*™"
PCA computes components that explain variance. If anomalies cluster along a component aligned with
a known dependency, explanations can be validated by consistency across traces. Low-rank approx-
imations also improve performance: representing Z by its rank-k approximation reduces noise and
accelerates nearest-neighbor retrieval used to find baseline comparators.

Communication efficiency and storage cost can be analyzed through entropy-like considerations.
Trace attributes are high-entropy due to unique IDs; explanation should avoid transmitting high-entropy
fields [59]. The framework constructs explanation payloads as compact schemas containing service-
operation identifiers, variable deltas, and causal path summaries. If H denotes entropy of raw trace
attributes and Heyp the entropy of explanation payload, then compression ratio is roughly He.,/H, and
operationally the goal is to keep this low while preserving actionable information. The framework uses
dictionary encoding for identifiers and transmits numerical values in quantized form where appropriate,
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such as encoding durations in microseconds with variable-length integers. Quantization introduces error
but is negligible relative to model uncertainty when quantization step is small compared to baseline
variability.

7. Evaluation Methodology and Reproducibility Considerations

Evaluating interpretable anomaly explanation is challenging because ground truth causes are rarely
labeled at fine granularity [60]. The framework therefore defines evaluation along multiple axes: fidelity
to counterfactual outcomes, causal plausibility, interpretability, stability, and system overhead.

A controlled evaluation uses fault injection in staging or dedicated testbeds. Faults include latency
injection on a service, error-rate increase, resource throttling, and dependency degradation. For each
injected fault, traces are collected, anomalies are detected, and explanations are generated [61]. Ground
truth is known at the intervention point, enabling measurement of how often the top-ranked explana-
tion identifies the injected service or a causal ancestor/descendant within a small radius. Because real
systems have propagation, it is acceptable for an explanation to identify a near-causal neighbor if it pro-
vides actionable localization. Metrics include top-k hit rate, mean reciprocal rank, and causal distance
between explanation target and injected fault node in the dependency graph. Interpretability is mea-
sured by explanation size, such as number of variables and path length, with a preference for smaller
explanations when fidelity is similar [62].

A production-like evaluation uses historical incidents, where partial ground truth exists in incident
timelines and change logs. If a deployment rollback resolves an incident, then explanations that rank
the deployed service highly are considered aligned. This is noisy because multiple actions can occur,
but it provides realism. The framework aligns traces with change events using time windows and route
signatures [63]. It evaluates whether explanations shift appropriately before and after mitigation, which
tests counterfactual reasoning implicitly.

Stability evaluation measures whether explanations are consistent across similar traces within an inci-
dent. Given a set of anomalous traces {7;} in a time window, compute explanations and measure the
variance of top-ranked services and variables. Excessive variance indicates sensitivity to noise. Stability
can be quantified by entropy of the explanation distribution; lower entropy suggests consistent localiza-
tion [64]. However, too-low entropy can indicate a bias toward certain popular services. The framework
balances this by comparing stability within incident windows to stability during normal periods.

Overhead evaluation measures the additional cost of explanation relative to detection-only pipelines.
Costs include CPU time, memory, storage reads, and network bytes [65]. The framework reports pS0
and p99 latencies for explanation serving under load, as well as throughput. It also measures the effect
of approximation choices on both cost and quality, generating Pareto curves. For example, increasing
sketch size improves quantile accuracy but increases memory; limiting neighborhood radius reduces
computation but may miss distal causes. These trade-offs are central to deployment decisions [66].

Reproducibility requires precise definition of data splits, baselines, and model versions. The frame-
work specifies that baseline statistics and conditional models are trained on time windows preceding
evaluation windows, avoiding leakage. It also requires storing sampling policies, instrumentation ver-
sions, and schema versions, because these affect features. Deterministic pipelines are preferred: random
seeds are fixed, and nondeterministic distributed operations are minimized [67]. When ensembles are
used, each member is defined by a deterministic bootstrap procedure.

Evaluation also considers explanation calibration. If the model outputs an estimated effect E[A([) |
T] and uncertainty, then calibration checks whether interventions predicted to have large effects cor-
respond to larger realized improvements when similar real mitigations occur. In staging, realized
improvements can be measured by actually applying mitigations. In production, realized improvements
can be approximated by comparing anomaly scores before and after an action, controlling for confound-
ing factors like traffic changes [68]. Calibration is imperfect but can be assessed with reliability diagrams
comparing predicted effect bins to observed reductions.
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Finally, evaluation should consider failure cases. When causal identifiability is low due to missing
spans or heavy confounding, the system should degrade gracefully by returning broader explanations
with higher uncertainty rather than confidently mislocalizing. Measuring how often the system signals
low confidence in ambiguous cases is part of safety in operations [69]. This is not safety in the physical
sense but operational reliability: avoiding misleading guidance that could trigger risky changes.

8. Conclusion

This paper developed a framework for interpretable anomaly explanation in distributed traces by com-
bining causal graphs with counterfactual ranking. The approach formalizes trace-derived variables
within a structural causal model constrained by call topology, time, and resource-sharing patterns,
enabling explanation candidates to be interpreted as interventions rather than correlations. Coun-
terfactual inference is performed through approximate abduction and graph-based propagation, and
candidates are ranked under a multi-objective utility that balances predicted anomaly reduction, oper-
ational cost, computational overhead, and uncertainty [70]. The framework integrates representation
learning through decomposable embeddings and low-rank interaction terms to support scalability while
retaining interpretable variable contributions. It addresses production constraints through storage-aware
graph representations, sketch-based approximate aggregation, caching, and distributed execution strate-
gies, and it provides error analysis that propagates approximation uncertainty into ranking. Evaluation
methodology emphasizes controlled fault injection, incident-aligned retrospective analysis, stability,
overhead, and reproducibility. The overall result is an operationally implementable path from anoma-
lous trace detection to ranked, causally motivated explanations, with explicit handling of uncertainty
and trade-offs that arise in large-scale, evolving microservice environments [71].
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